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• How an incident of hostile use of cyberspace 

against Greece could be received and 

evaluated by the internal Hellenic legislation.

• Which are the competent state organs…
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• How an incident of hostile use of cyberspace against 

Greece could be received and evaluated by the 

internal Hellenic legislation.

• …from the perspective of the international law of 

wrongful acts or use of force against or between 

states .

• Not from the perspective of cyber crime or 

crime committed via or with the use of 

computers and networks.
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• The views expressed in 

this presentation are 

not necessarily those of 

the Hellenic MOD, the 

National Defence

General Staff or any 

other Hellenic 

Government Agency.



• Constitution of 1975 (as amended in 1986, 

2001 and 2008).
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• Constitution of 1975 (as amended in 1986, 

2001 and 2008).

• (Parliament) Law #2292/1995 .
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• Constitution of 1975 (as amended in 1986, 

2001 and 2008).

• (Parliament) Law #2292/1995 .

• Presidential Decree 63/2005.
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• Art. 45 of the Constitution stipulates that the 

Commander in Chief of the Armed Forces is 

the Government “as specified in detail by the 

law”.
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• The notion of “national defence” comprises 

all functions, measures and activities of the 

Hellenic state that serve the purpose of 

protecting the territorial integrity and the 

national independence of Hellas and the 

safety and security of its citizens vis á vis any 

external threat or act of aggression.
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• THIS “EXTERNAL 

THREAT” OR “ACT OF 

AGGRESSION” MAY 

ALSO COME FROM THE 

CYBERSPACE, NOT 

ONLY FROM THE 

PHYSICAL DOMAINS.



• The responsibility for the defence of the 

homeland rests with and is solely the duty of 

the Government (the Cabinet) which 

determines the “National Defence Policy” and 

commands the Armed Forces.

• THE NATIONAL DEFENCE POLICY MAY 

CONTAIN PROVISIONS RELATIVE TO CYBER 

THREATS.
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• In executing its duties and responsibilities the 

Government (Cabinet) almost always 

functions in the form of the “Governmental 

Council for Foreign Affairs and National 

Defence (“KYSEA” in greek), which is actually 

a percentage or a smaller version of the 

Cabinet and is presided over by the Prime 

Minister. 

13



• In executing its duties and responsibilities the Government 

(Cabinet) almost always functions in the form of the 

“Governmental Council for Foreign Affairs and National 

Defence (“KYSEA” in greek), which is actually a percentage or 

a smaller version of the Cabinet and is presided over by the 

Prime Minister.

• A member of KYSEA is also the Chief of the 

Armed Forces.
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• The Armed Forces and all the other Ministries, 

Government Agencies & Authorities, 

Organizations and the Private Sector are 

obliged by the law to implement and to 

execute the decisions, orders and directives of 

the “KYSEA”, INCLUDING DECISIONS, ORDERS 

& DIRECTIVES RELATIVE TO CYBER THREATS.
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Powers of the “KYSEA”

• Has the power and the 

authority to organize in 

advance and from 

peace time the Crisis 

Management System 

/Regime.



Powers of the “KYSEA”

• May evaluate the situation during 
extraordinary circumstances or incidents and 
issue all necessary orders and directives to the 
Armed Forces, ministries and institutions & 
organizations, state and /or private. ALL THE 
ABOVE MAY CONTAIN PROVISIONS RELATIVE 
TO CYBER THREATS.
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Powers of the “KYSEA”

• Μay decide that specific measures must be 
taken towards the partial or overall 
mobilization of the Armed Forces and other 
state resources and the release of sets of 
Rules of Engagement to the Armed Forces.

• THE SET OF RoE MAY CONTAIN RoE RELATIVE 
TO CYBER INCIDENTS.
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Powers of the “KYSEA”

• Μay decide that during war or general general 

mobilizationmobilization or in case of direct threat to the 

national independence and territorial integrity 

of the State owing to external threats, the 

Chief of the HNDGS may take full command 

over such state agencies as the Police or the 

National Intelligence Agency, and over state 

or private companies and organizations…
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Powers of the “KYSEA”

• The KYSEA may also pre-authorize from 

“peace time” other state organs to take all 

necessary measures and issue the necessary 

orders in cases of national emergencies, in 

order to remedy any threat to national 

security in an expeditious and decisive 

manner. THE TERM ‘THREAT’ INCLUDES 

CYBER THREATS.
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• According to article 28 of the Constitution

international customary law and 

international conventions law is an integral 

part of domestic Greek law and prevails over 

any contrary provision.
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Evaluation by the “KYSEA”

• A threat or use of force against Greece 

prohibited by art. 2(4) of the Charter of the 

UN.
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Evaluation by the “KYSEA”

• A threat or use of force against Greece prohibited by 

art. 2(4) of the Charter of the UN.

• An armed attack against Greece which falls 

into the prohibition of art. 51 of the UN 

Charter and which would justify the use of 

force on the part of Greece in self defence (by 

cyber or “conventional” weapons or by 

combination of the two).
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Evaluation by the “KYSEA”

• A (mere) internationally wrongful act that 

does not reach the threshold of articles 2(4) 

and 51 but is of coercive nature …

24



Evaluation by the “KYSEA”
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threshold of articles 2(4) and 51 but is of coercive nature …

• … and reaches, at the same time, the 

threshold of and violates the principle of non 

intervention to another state’s internal 

affairs.
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Provided that attribution problems have been 

resolved…

The “KYSEA” has the legal right (both by 

international and domestic law) to decide that 

Greece:

• … brings the case before the Security Council 

of the UN…
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Provided that attribution problems have been 

resolved…

The “KYSEA” has the legal right (both by 

international and domestic law) to decide that 

Greece:

• … resorts to non forceful /non military countermeasures.

• … exercises its right to self defence applying military force (in 

the cyber and /or the physical domains)…

• resorts to retortions, that is equally annoying 

and /or unfriendly acts, not forbidden by 

international law…
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• Domestic penal legislation.

• Charter of the ICC.

• Bilateral or multilateral conventions for the 

exchange of data.

• Judicial assistance. 
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Thank you!



Thank you!
Any questions…? Thank you!


